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UC Santa Barbara 
Security Exception and Risk Acceptance Request
Office of the Chief Information Officer
Contact information and request summary
	Request
	Unit Response

	Date of request
	[mm/dd/yyyy]

	Requestor name
	[First_Name Last _Name]

	Requestor e-mail
	[Location e-mail address]

	Requestor phone
	[Phone number to reach the requestor]

	Unit Name
	[Name of the Unit]

	Unit Head (name and title)
	[Name and title of the Unit Head – a person and title]

	UISL or security SME (name and title)
	[Name of the UISL or SME – a person]

	UISL or SME e-mail
	[e-mail address]

	UISL or SME phone
	[Phone number to reach the UISL or SME]

	IT Resource, system, application name
	[Name of the IT Resource or application, complete Appendix A as required to identify all IT Resources]

	Protection Level
	[P1, P2, P3, P4, Critical Infrastructure]

	Availability Level
	[A1, A2, A3, A4, Critical Infrastructure]

	Number of records
	[Approximate number of records for each record type]

	Institutional Information type summary
	[Describe the Institutional Information, (e.g., student data, health records, office sign-in records, video recordings, badge-in logs, etc.)]

	Institutional Information Proprietor
	[Name of the Institutional Information Proprietor – a person]

	Institutional Information Proprietor e-mail
	[e-mail address]

	Service Provider (if any)
	[UC Units that offer IT services]

	Suppliers (if any)
	[External parties that offer services]

	Governing contracts
	[Credit Card – Merchant Bank (PCI), Department of Education Student Financial Aid, DoD grant or research contracts, research contracts/agreements, etc.]

	Special regulations
	[HIPAA, GDPR, FERPA, CMIA, GLBA, GDPR, etc.]

	UC policy exception
	[List policy sections in the form Policy Name, Policy Number, section, subsection. Enter “None” if no exceptions are requested.]

	UC standard exception
	[List standard sections in the form Standard Name, Standard Number, section, subsection. Enter “None” if no exceptions are requested.]

	Exception request summary
	[Summarize the request and the risk to be accepted including generally what policy exceptions are required. Please specify alternative mitigations to manage risk to an equivalent level or explain why this is not possible.]

	Why is the exception needed?
	[Please explain why you are unable to meet the policy/standard listed above.]

	System purpose summary
	[Discuss exactly what business processes are supported.]


Request Details
	Request
	Unit Response

	What is the duration of the exception request?
	[How long is the exception needed? Why? Generally this should not exceed one year.]

	Compensating Controls
	[Describe the technical and procedural controls implemented or proposed to address the vulnerabilities and risks above. How will the Unit minimize or mitigate the risk this solution causes? If no additional controls are planned, simply say “None.”]

	How do proposed compensating controls mitigate security risks that policy would otherwise address?
	[When Institutional Information classified at Protection or Availability Level 3 or higher is involved and when IT Resources classified at Protection or Availability Level 4 are involved, compensating controls are generally required.]

	What alternatives were considered and evaluated?
	[Discuss alternatives proposed and evaluated as a way to eliminate or reduce risk.]

	Benefits of granting the exception or assuming the risk
	[Describe how the university benefits by granting this exception.]

	What is the type of risk exposure and acceptance?
	[Discuss financial, life, safety, privacy, reputational, regulatory or other risks related to the exception request. What risks are being accepted?]

	What risks is the University exposed to?
	[By putting the solution in place as proposed, what risk does UC face? If there are known vulnerabilities left in place by implementing this solution, list them here.]

	What is the risk of this system, application or IT Resource as proposed?
	( High   ( Medium    ( Low

[Select one. Consult the UC Incident Response Standard - https://security.ucop.edu/policies/incident-response.html.]

	Who has the authority to accept this risk and related liability?
	[For financial authority, consider standard financial controls. For life risks, the Chief Operating Officer or Chancellor is required to approve. Are there legal or regulatory risks? (These will require the VP of Risk and VP of Compliance to approve.) List all required.]

	When can the Unit meet requirements?
	[What date will the Unit meet policy/standard requirements?]


Unit and Responsible Officer(s) Risk Acceptance:

I understand that compliance with UC {and Location} Information Technology policies and standards is expected for all Units (e.g., schools and departments), Institutional Information and IT Resources. I assert that the control(s) required by policies and standards cannot be implemented for the reason(s) documented in this form. My Unit accepts responsibility for the risks associated with this exception to information security policy. I also understand that this exception may be revoked by the Chief Information Security Officer and may be subject to follow-up by Internal Audit. My Unit understands and will adhere to all other requirements.
I understand that my Unit could be responsible for some costs incurred due to incidents related to the identified risks or my Unit may not be eligible for cyber insurance coverage if the agreed upon alternatives and compensating controls, plus other required controls, are not implemented and maintained.
	Unit Information Security Lead (UISL)

	
	
	

	Signature
	
	Date

	
	
	

	Printed Name
	
	Title


	Unit Head

	
	
	

	Signature
	
	Date

	
	
	

	Printed Name
	
	Title


	Other as required

	
	
	

	Signature
	
	Date

	
	
	

	Printed Name
	
	Title


UC Santa Barbara Security Office
( - The exception in granted as submitted, Initial: ______________________

( - The exception in granted subject to limitations, Initial: _______________

( - The exception in rejected, Initial: _______________

	Limitations or stipulations:
	[CISO notes any requirements, limitations or stipulations on granting the exception. Link to other documents if needed]

	Rejection explanation:
	[CISO explains why the request was rejected. Link to other documents if needed]

	Effective date:

	[CISO - When does the exception begin or take effect?]

	Expiration date:
	[CISO - When does the exception expire?]


	CISO

	
	
	

	Signature
	
	Date

	
	
	

	Printed Name
	
	Title


	CRE (if required)

	
	
	

	Signature
	
	Date

	
	
	

	Printed Name
	
	Title


	Summary

	Tracking or reference number
	[CISO supplied tracking number YYYY-99999 – Document properties – subject. Puts in footer too!]
2021-000002018-00000

	Date received by UC Santa Barbara Security Office
	[CISO - When was the exception received?]

	Effective date 
	[CISO - When is the exception effective?]

	Date of expiration
	[CISO - When does the exception expire?]

	Risk rating
	( High   ( Medium    ( Low

[Select one. Consult the UC Incident Response Standard - https://security.ucop.edu/policies/incident-response.html. Same entry from the table above.]

	IT Resource, system, application name
	[From the table above]



Appendix A

IT Resources identifiers

	
	[functional name1]
	[functional name2]
	[functional name3]
	[functional nameN]

	Hostname
	
	
	
	

	IP Address
	
	
	
	

	MAC Address
	
	
	
	

	URL
	
	
	
	

	Physical location
	
	
	
	

	Other identifier
	
	
	
	

	Cloud provider
	
	
	
	

	Responsible Unit
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